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Overview
The proliferation of social media and electronic communication in the past few years
has compelled individuals, groups and organizations in all domains to consider their use
and impact. Education is no exception. In this paper, we will provide a discussion of
what social media and electronic communications are and how they are used as well as
the general benefits and disadvantages associated with these forms of communication,
with a specific focus on privacy implications. We will then turn our attention to how
educators are using electronic communication and social media sites to communicate
and why they may face particular problems. We will highlight the reasons the Ontario
College of Teachers developed a professional advisory to guide teachers and provide an
overview of its contents.

What the Ontario College of Teachers is
It is important to understand the mandate and role of the Ontario College of Teachers
(the College) as a self-regulatory body in order to appreciate the College’s advice to
members regarding the use of social media and electronic communication.
The College is charged with the responsibility to license, govern and regulate the
teaching profession in Ontario. It was established in May 1997 following the
recommendation of the Royal Commission on Learning for increased public
accountability and improved quality and co-ordination of pre-service and in-service
teacher education programs.1 The College’s powers and duties are contained within its
enabling legislation, the Ontario College of Teachers Act (the Act),2 the regulations
under that Act and its bylaws. In carrying out these duties, the College has an overriding
statutory duty to serve and protect the public interest.3
The College is the largest regulatory body in Ontario and Canada, and currently has
over 230,000 members who are licensed and eligible to teach in Ontario’s publicly
funded elementary and secondary schools.
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The College has previously issued two professional advisories (Professional Advisory
on Sexual Abuse and Professional Misconduct and Professional Advisory on Additional
Qualifications4 and Extending Professional Knowledge),5 and has developed a third
advisory on the appropriate use of electronic communication and social media:
Professional Advisory on the Use of Electronic Communication and Social Media.6

Social Media and Electronic Communication –
Here Today and Gone Tomorrow or Here to Stay?
The rapid7 proliferation of social media sites and means of electronic communication8
has had a profound effect on society. There are very few aspects of society that are
untouched by technological advances in this area – advances that seem to be limited
only by an inventor’s imagination (and whatever funding and effort are required to get
a site up and running or to develop new software and applications). When we refer to
electronic communication and social media, we mean software, applications (including
those running on mobile devices), e-mail and websites, which enable users to interact,
create and exchange information online.
The speed with which these sites, software and applications are created means that
what was once, “That’s so last year”, has become “that’s so five seconds ago.” In terms
of their popularity, it’s less of a tide and more like a world-wide tsunami in force.
This phenomenon is so much more than a simple exchange of e-mail. Electronic
communication and social media have had a significant impact on, and irrevocably
changed, how people participate in society, interact and communicate with one another –
whether for social, commercial, employment, political, formal intergovernmental
diplomacy, entertainment, archival and historical, medical, artistic, cultural, international,
national or local news, religious, educational, legal, law enforcement or investigation,
medical, sports, charitable or philanthropic purposes9 – in unique ways.
What about “Apps” or application software that can be downloaded onto devices such
as computers, iPads, smart phones or iPods? They are described by Wikipedia as having
been “designed to help the user to perform singular or multiple related specific tasks. It
helps to solve problems in the real world.” This is an understatement to say the least!
It is difficult to estimate exactly how many apps exist. One source put the number over
an estimated 100,000 apps in 2009,10 and Apple estimates that it is approaching its
10-billionth App Store download.11 Apps, whether from Apple or elsewhere, range from
the inventive (any of the scheduling apps, the how-to-locate-your-vehicle-in-a-parkinglot app, the app that functions as a quasi-stethoscope); the how-to-pass-the-time-on-along-commute variety (Sudokus, crossword puzzles, ping pong, and bubble wrap popping,
complete with that satisfying sound) to the odd but possibly useful in some circumstances
(how-to-dodge-parking-fines, how-to-avoid-sending-e-mails-while-inebriated, how-towrite-love-poetry); and those of questionable value, except perhaps to anyone who likes
“bathroom humour” (flatulence-related apps, of which there are at least 50.)12
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Quite recently, a free mobile phone application was developed by an international
security consultancy firm for the purpose of identifying potential pedophiles – adults
posing as children on social media sites – a need for which was ironically generated by
the widespread use and popularity of social media.13 In a related vein, a new app called
the SafetyNet Mobile was recently developed. It allows police to check for criminal
records simply by pointing an iPhone’s camera at a location and using the GPS function
to retrieve the address, any law enforcement history or other important information,
all within seconds of receiving a 911 call.14
Finally, apps are not limited to social media butterflies. An “anti-social” app, currently
in the development phase, would allow those of us who hate to line up (or who simply
like to keep our distance from other people) to determine when there is less likely to
be a line-up at a particular location or for a particular service.15 The developer
concedes, however, that at this stage of development it might be faster “to phone
…and ask a human”.16
With an estimated two billion Internet users by the end of 2010,17 it is unlikely that the
popularity of electronic communication and social media can be dismissed as just a
“fad.” Even the Queen, the last word in genteel sensibilities, has her own channel on
YouTube,18 and Buckingham Palace has a Twitter account.19 For those who are royal
wedding watchers, you now have an “official” site to visit.20
Pope Benedict XVI has not only embraced social media, but has encouraged “Christians…
to join the network of relationships which the digital era has made possible”, and has
invited “young people above all to make good use of their presence in the digital world”.21
In fact, there is an app for that. Little iApps, a South Bend, Indiana firm, has developed
an iPhone confession app, which is “designed to be used in the confessional” and to
encourage those who have been away from the Church to re-engage with their religion.22
Of course not everyone has embraced social media with enthusiasm. A recent survey
indicated that 34 per cent of those surveyed could be described as “hardcore…skeptics”
about the power of social media and electronic communication, and felt that businessoriented social networks would never “be a significant method of reaching customers”.23
In a recent hearing concerning privacy matters before the U.S. Supreme Court, the
justices were puzzling over the role of text-messaging. The Chief Justice offered this
comment: “I thought, you know, you push a button; it goes right to the other thing.” To
which Mr. Justice Scalia replied, “You mean it doesn’t go right to the other thing?”24
Mr. Justice Breyer (an associate justice with the U.S. Supreme Court) dryly observed
of the court, during a speech at Vanderbilt Law School, “It’s quite clear, we don’t
have a Facebook page,”25 which really is another way of saying that the court hasn’t
found the on-ramp to the Internet highway. In this, they are quite alone (or at least in
a very small group).
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The numbers tell the story –
dollars and demographics
Skeptics notwithstanding, social media sites are “big business”. The numbers (in terms
of both revenue and users) speak volumes. Facebook, established in early 2004, claims
to have more than 500 million active users (or one person in every 14 in the world),
and estimated that its 2009 revenue was US$800 million. Revenue for ads alone for
2010 was reported to be $1.86 billion, and is projected to reach $4.05 billion in 2011.26
Its worth was recently valued at $59.4 billion.27
MySpace, launched in 2003, was the most popular social networking website in 2006 until
it was overtaken in the popularity race by Facebook in 2008. It estimated that it has
66 million users (as of June 2010). Its revenue was estimated in 2009 to be US$385 million.
Twitter, also created in 2006, has more than 100 million users throughout the world and
in terms of monthly unique visitors, recently surpassed MySpace.28 It was estimated in
2010 that it was exceeding 65 million daily tweets.29 Its 2010 projected income is estimated
at US$150 million. Its money-making potential was not lost on others in the social
media/electronic communication field. In recent media reports, Facebook and Google –
the Internet search engine that is ranked first in the world and is estimated to have
generated approximately $29 billion in revenue in 2010 – were said to be considering a
corporate takeover of Twitter.30
Social media are clearly the way of the future insofar as business is concerned. A recent
survey conducted by Léger Marketing concluded that almost 90 per cent of Canadian
businesses use social media tools.31 Globally, a July 2010 Regus survey indicates that
between half and three quarters of companies worldwide use social media for a variety
of networking functions. Twenty-seven per cent of firms devote a portion of their
marketing budgets to communicate with existing clients.32 The survey also revealed that
a smaller number than average of “business social media skeptics” exists in Canada.
Given that in the next five years, more than half of the work force may be comprised of
the Millennial Generation,33 the generation that eats technology for breakfast, the rate
at which businesses rely on social media will likely only increase.34
Where was all this statistical background information found? From the respective sites
themselves, assorted surveys, and, of course, through Wikipedia35 – another social media
format – the free, multilingual, online encyclopedia created in 2001, and a prime example
of the collaborative aspect of social media. It’s a site to which anyone with access to the
Internet can contribute articles and even edit them, with some restrictions.36 [It is also
the bane of many teachers’ existence, when their students turn to Wikipedia as their
exclusive source of information in order to research class projects.] There are 3,572,987
articles in English.37 There are more than 91,000 contributors, more than 17,000,000
articles in more than 270 languages.38 The topics range from the mundane to the arcane, 39
from the oddly useful40 to the just odd. 41 As of January 2010, the site had almost 78 million
visitors monthly.
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Insofar as Canada is concerned, a research market survey estimated that by the end of
2010, 15.1 million Internet users in Canada will have visited social networking sites at
least monthly (which was up from 13.6 million in 2009). The same source estimated that
by 2014, at least 18.4 million Canadians will have visited these sites at least once a month.42
As is the case in the US, Facebook is the favourite social networking site, 43 and Twitter
sits at third place, as indicated by unique monthly visitors.44 Insofar as general Internet
use is concerned, it was estimated that in 2010, 24.1 million Canadians used the Internet
(or 70.9 per cent of the population).45 By 2013, it has been estimated that almost
75 per cent of Canada’s population would use the Internet.46
According to Statistics Canada, age predicts Internet use, even when factors such as
level of education and household income are taken into account. In 2007, 94 per cent of
those in the 15- to 24-years-of-age category used the Internet. Among those aged 45 to 54,
85 per cent were users, as were 70 per cent of those aged 55 to 64. Those over 65 years of
age were significantly less likely to use the Internet: rates of use were 45 per cent for
those aged 65 to 74 and only 21 per cent for those 75 and over. Internet use has increased
overall for all age groups since 2000.47
College membership statistics also show that Internet use is on the rise. In its annual
2010 survey of College members, the College asked a number of social media-related
questions – how much time members spend using social media, what they use it for,
what sites they visit and whether they thought the College should use social media sites.48
The results were not surprising. Those with access to a computer at home estimated
that they spend 8.3 hours a week on average searching the Internet. Almost 40 (38.9)
per cent of respondents indicated that they used their own computer at home several
times a day. Those with access to classroom computers use them 5.1 hours per week.
As to why members use the Internet – mainly for professional help. Members report
spending 4.8 hours a week doing online research in connection with their work. They
also spend 3.7 hours weekly looking for classroom resources, 3.5 hours a week finding
lesson plans, 3.4 hours each week staying current on education trends, 2.8 hours per
week networking with other professionals, 2.1 hours a week managing a class or school
web site and 1.3 hours weekly blogging about the teaching profession.
Many members get the news electronically, and report scanning the Web for 3.3 to 3.5
hours a week to read newspaper web sites and other sources of news and current affairs.
Forty-eight per cent said that they spent up to an hour a week reading newspaper
web sites online. Fifty-two per cent use the Internet to access other sources of news
or current affairs. Almost two-thirds (63.5 per cent) read a newspaper online for any
amount of time and 38.3 per cent read a newspaper for an hour or less. Almost 72
(71.7) per cent use the Internet to access other sources of news or current affairs.
Clearly, professional interests are more important than recreational pursuits in terms
of weekly online activity. Respondents use Facebook an average of 3.6 hours a week
as compared to 2.5 hours on YouTube, 1.2 hours on Twitter and 1.1 hours on MySpace.49
What are school-aged children doing? Many of them are what researchers in the social
media field describe as “digital natives” – “those who grow up immersed in digital
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technologies, for whom a life fully integrated with digital devices is the norm.”50 One
study estimated that by the time many children are two years of age, they will have an
online presence,51 and will likely be completely conversant with technological gadgets.52
According to a poll cited by the Privacy Commissioner of Canada, 83 per cent of 13- to 17year-olds and 74 per cent of 18- to 29-year-olds have visited at least one social networking
site.53 Another recent survey of almost 200 teens indicated that the typical teen texts
200 times a day, and more than half sleep with their phones.54
Interestingly, however, according to a recent survey of over 2,600 teens by the Ontario
Student Trustees’ Association, while students use cellphones to “text or communicate
with friends,” 72 per cent of those surveyed don’t want “cellphones to be part of their
classroom learning.”55 Presumably, however, other forms of social media and electronic
communication would be acceptable.
A survey of 2,445 children in the UK aged five to 16 found that 62 per cent have their
own computer, and almost half (46 per cent) have Internet access in their own room.
Roughly two-thirds of those surveyed are online almost daily, and in total, children in
the UK spent 13 million hours on web site daily. Children use their mobile phones and
game consoles to get access to the Internet. Seventy per cent of children aged five to 16
have their own mobile phone, and 97 per cent have one from the age of 11. The study
also indicated that a large percentage of children surveyed spent time on social networking
sites. Thirty-six per cent of seven- to 10-year-olds were on Facebook during the week
prior to the survey. For those in the 11- to 12-year-old and 13- to 16-year-old categories,
this figure was 71 per cent and 85 per cent, respectively.56
If the numbers aren’t convincing, consider this: Social media have not only introduced
an entirely new short-form lexicon (in which “friend” is a verb) used world-wide,57
social media sites themselves are new words, and have been given the stamp of approval
by the Oxford English Dictionary. For instance, the OED declared “Google” to be a
verb. 58 “Tweeting” has an entirely new meaning that is unrelated to the sound that birds
make59 – and, again is recognized by the OED as a legitimate social media-related word.60
And the OED recognizes many social media acronyms: OMG (“Oh my God/goodness”)
and LOL (“laugh out loud”), which are the latest to be added, and join IMHO (“in my
humble opinion”) and TMI (“too much information”).61
Why are so many people of all ages and walks of life using social media and electronic
communication as an integral part of their lives? Their popularity may be explained, at
least in part, by the ease with which they can be used. There is no requirement that one
be “tech-savvy” in order to “successfully” navigate social media sites or use electronic
communication; they are, more or less, idiot-proof (as far as their basic use goes62),
which is perhaps their most compelling feature.63
There aren’t generally any restrictions on who can log on to a site. Participation is, for
the most part, open to all. It isn’t limited to the rich and/or educated. You need neither
immense wealth nor multiple (or any) university degrees to participate in a group
discussion or comment on an article that you’ve read in a newspaper – you need only
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come to a chat room armed with a computer, a Blackberry or some other similar device,
Internet service, and an opinion that you’re willing to share. The ability to spell and an
even basic grasp of grammar is entirely optional, given the new social media lexicon.64
Further, there are so many uses to which social media can be put and/or adapted that it
is the electronic equivalent of a smorgasbord-esque dessert table. There is, literally,
something for everyone (and their pet).65 One might be justified in asking whether
there is anything social media can’t do.66
One last number – ease of use aside, although billions have flocked to social media sites,
ironically one of the largest, Facebook, doesn’t score big points in terms of customer
satisfaction. A 2010 survey indicates Facebook scored a rating of 64 out of a possible 100
points on the “American Customer Satisfaction Index’s E-Business Report”, a ranking
that puts it “near airlines and cable companies”. Ouch.67

The Good, The Bad, and the Just Plain Weird
Like any technological development, electronic communication and social media have
strengths and benefits (expected and sometimes, at least to some, unexpected). As well,
they have downsides (both anticipated and again sometimes, at least to some, completely
unforeseen). Ironically, the upsides of electronic communication and social media are
often its unforeseen downsides too. And, as is often the case with new developments in
anything, there are the truly bizarre with questionable value.

The Good
The benefits of electronic communication and social media are obvious, and are
connected to the relative ease with which they can be used, as well as the fact that they
offer an immediate and low-cost way to connect with a potentially huge number of
persons worldwide.

Reach out and touch someone –
“People who need people”
Friends and family can keep connected to one another, whatever the geographical
distances might be, without any significant financial outlay, through sites such as Facebook,
MySpace, or Twitter, or through software applications such as Skype.68 They also allow
those who live in remote areas or who can’t travel for whatever reason to have immediate
access to a range of activities from the mundane, such as personal banking and shopping,
to the exotic – all from the comfort of home. One can be connected to other parts of
the world – to the arts, to different cultures, to educational materials, to almost anything
or anyone – with only a click of a mouse or the touch of a track pad. All of a sudden, it
really is a small (and accessible) world.
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7

As a means of reaching a large number of people with relatively little effort, the Internet
and social media sites really are leaders – especially where the target audience is
familiar with them as a means of communication. Information about issues that affect
youth, such as drug and alcohol addiction, the dangers of smoking, cyber- and other
forms of bullying, teen pregnancy, sexually transmitted diseases and (ironically) the
dangers of social media can be effectively conveyed via social media and electronic
communication to those who need most to learn about them.69
Social media support groups, blogs and personal websites have sprung up across the
Internet. They may have been created by those who can offer professional support to
those who, for instance, are battling addiction or illness.70 They may have been created
by someone who is ill, as a means of updating friends and family. Blogs have been
created by people who wish to chronicle the life of a gravely ill family member, again
as a means of updating friends and family, but also to bring a medical condition or
illness to the forefront.71
They have been instrumental in allowing those who cannot speak to find other ways
to communicate. For example, one 16-year-old, Carly Fleischmann, who is autistic and
has severe apraxia (a disorder which prevents her from speaking), uses her iPad and
software, such as WordQ72 and Proloquo2Go,73 to communicate.74 She is in a gifted
English class in a mainstream high school class, and with the help of technology is able
to participate on Twitter and Facebook, and send e-mails to friends, family, teachers and
classmates. She also has her own web site.75 As she puts it, “Everyone has an inner voice
waiting to come out.”76 Social media and e-communication allow her voice to be heard.
As it did following the earthquake in Haiti, Google created a web page devoted to
providing information about the recent devastation in Japan – through this site
(“Person Finder”), those wishing to donate to various charities could do so, survivors
could search for, and contact, and family members, and friends and families of those
missing could look for information about their loved ones. Person Finder was created
and launched 72 hours after the Haiti earthquake, within one day of the February 2010
Chile earthquake, and within three hours of the February 2011 New Zealand earthquake.77
Social media and electronic communication may be used in other forums to connect
with individuals – for instance, as an investigative tool in criminal investigations. Some
police forces regularly use social media to locate victims and witnesses (especially those
who are reluctant to come forward or who are unaware that they may have important
information relating to a crime), to gather evidence, to generate interest in unsolved
crimes, to educate the public about crime rates and provide other information on police
activities, and even to recruit officers.78
There is no doubt that social media have radically changed other aspects of the legal
landscape. For example, there have been changes in what constitutes an acceptable
manner of service of documents or filing of documents in court,79 what now constitutes
admissible evidence, and how journalists may report legal proceedings.80 Some courts
even offer the option of signing up for an RSS feed to be notified of new decisions,
publication ban orders, or other similar developments.81 The B.C. Supreme Court recently
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allowed TV and, for the first time, web cameras into the courtroom to film closing
arguments in the constitutional challenge to Canada’s anti-polygamy laws.82 Ontario’s
Attorney General has indicated that he is open to the possibility of cameras in
courtrooms, based on the outcome of a 2007 pilot project that put cameras in
courtrooms temporarily.83
Others in the legal community, however, have issued cautions.84 In a case arising out
of a 2009 murder trial in Sheffield, England, The Sun and The Daily Mail newspapers
published photos of the accused on the Internet. The accused was holding a gun in the
photos. Both papers were charged with, and found guilty of, contempt of court. The
case is thought to be the first on its kind relating to the Internet. Although the jurors
had been warned not to search the Internet, the Attorney General argued that the
photos had created “a substantial risk that the trial could have been ‘seriously impeded
or prejudiced.’” In finding the papers guilty, High Court justices, Lord Justice Moses
and Mr. Justice Owen, stated: “We conclude that the nature of the photograph created
a substantial risk of prejudicing any juror, who saw that photograph against the
defendant …. .”85 Lord Moses added that “[o]nce information is published on the Internet,
it is difficult if not impossible to remove it.”86 “The courts, while trusting a jury to obey
a prohibition on consulting the Internet, have been concerned to meet the problem.
This case demonstrates the need to recognize that instant news requires instant and
effective protection for the integrity of a criminal trial.”87

When size matters
They can also be used to encourage political engagement and even cause political
change. “Wiki-revolutions,”88 such as protests, rallies, demonstrations or any other
group activity where the number of participants matter. This can be illustrated by the
Egyptian government’s response to recent massive “Angry Friday” civil protests that
were organized through social media sites – cutting cell phone service and disabling
Internet connections.89 One writer summarized the effect of social media on political
upheaval: “social media has lowered the cost of revolution.”90
The Ugandan Communications Commission reportedly chose another tactic.91 It released
a list of 18 words and names, which if included in a text, would trigger an immediate
review of the content of the message.92 If the text were “deemed to be ‘controversial
or advanced to incite the public,’”93 it would then be blocked.

They like me…they really, really like me
They can also serve as the platform for additional Guinness World records categories –
again, where numbers matter.94 Guinness currently recognizes seven records for
“Facebook use”, each with applicable minimum numbers — most comments on a wall
post, most comments on a status update, most comments on a picture, largest group,
largest fan page, most likes on a status update, and most likes on a picture.95
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Can you hear me now?
Social media can be empowering in the sense that they provide a forum for individuals
who might not otherwise be able to connect with one another.96 They can level the
playing field and give those who might not otherwise be heard or participate a voice
in a debate or discussion of a particular issue.
The “little guy” really can take on impersonal and uncaring corporate giants and win –
again because of the sheer size of the audience. Take, for example, the recent case of
Dave Carroll,97 a Canadian musician, whose $3,500 Taylor guitar was damaged by United
Airlines baggage handlers. After spending nine months trying without success to get
compensation for his damaged guitar through United Airlines’ “regular” customer
relations channels, Mr. Carroll, who obviously subscribes to the “don’t get mad, get
even – revenge is best served cold” school of thought, wrote a trilogy of songs, entitled
“United Breaks Guitars,” produced accompanying videos and posted them on
YouTube. The videos went viral, and he and his band, Sons of Maxwell, became
international celebrities.
The story was covered by a host of media, including CNN, The New York Times and
Rolling Stone. In December 2009, Time magazine named “United Breaks Guitars”
seventh on its list of the Top 10 Viral Videos of 2009. Mr. Carroll’s approach was declared
third in a list of the top 10 most influential management ideas of the millennium: “The
Decade in Management Ideas: The Customer Chorus”, and became a case study in the
Harvard Business Review.98 Mr. Carroll received two guitars and other props for his
second video from Bob Taylor, owner of Taylor Guitars.99 And, perhaps most importantly,
sales of his CD dramatically increased.
As for United Airlines? It did not come out the winner in this battle. After initially
denying liability, they eventually conceded that Mr. Carroll’s response had “struck a
chord” with them (possibly as a belated feeble attempt at humour or more likely,
completely unintentionally). It also discovered that the old adage “no press is bad press
as long as they spell your name right” no longer applied. Its stock value reportedly
suffered a $180 million drop – all over a $3,500 custom-made guitar (to be fair, the
drop may not have been entirely explained by the guitar incident, but it would also
be entirely fair to say that it didn’t help.)100

Entertainment tonight
Social media sites are a source of relatively inexpensive entertainment. A 2010 study by
Edelman, an international public relations firm, found that 73 per cent of 18- to 24-year-olds
in the US and 61 per cent of the same age group in the UK regard social media networks as
a “form of entertainment.” Further, the majority of respondents in the US and UK believe
that such sites “provide better value than music, gaming and television companies.”101
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According to YouTube, people watch two billion videos a day, and every minute, 24 hours
of video is uploaded to YouTube.102 And really, who could fail to be entertained by such
viral103 (and completely free-of-charge if you don’t count Internet access fees) YouTube
hits as “Woman falling into a shopping mall fountain while texting;”104 “the unsuccessful
but personable ‘I be in my studio’ contestant and her audition on America’s Got Talent
for those who missed the actual show;105 the Christmas Food Court Flash Mob, Hallelujah
Chorus (or any “Flash Mob” video);106 the parody of the Old Spice ads (or the Old
Spice ads themselves);107 the ghosts in the library and “who you gonna call” video;108
and the herd of Myotonic (fainting) goats, who fall over at the drop of a hat (literally).109
Even an obscure debate in economics got face-time on YouTube, astonishingly with more
than 1.8 million views: “‘Fear the Boom and Bust’: a Hayek vs. Keynes Rap Anthem.”110

Mad men
Social media can be a boon to small companies with limited marketing budgets. Social
media sites offer low-cost and low-risk marketing opportunities with access to a huge
(literally world-wide) market. The Regus survey indicated that small and medium-sized
companies were more likely to use social media to expand business connections
(34 per cent and 60 per cent respectively, as compared to 15 per cent of larger companies).111
But the use of social media as a marketing tool is certainly not limited to small
companies. Starbucks’ CEO recently released a 50-second online video in which
Howard Schultz explained the thinking behind the redesigned logo.112 Did he have to
do this? Absolutely not. But it’s an implicit recognition of the power of social media in
the corporate world and their impact on their target markets.113 Roots Canada recently
announced its plans to use Facebook for its ‘pop up’ store, as a means to market its
brand, and Sears Canada and Home Depot are asking customers to write product
reviews – again, through social media sites.114 Tim Hortons is another example. It has
1.3 million “fans” on its Facebook page – those who have clicked the “like” button
now have messages sent from Tim’s directly to them.115

The customer is always right
Social media sites are routinely monitored by some firms as a means of providing
customer service. Social media might be used, for example, to gauge customers’
reaction to the level of service (or non-service) provided or to new or rebranded
products. Monitoring software, some of which is free,116 allow companies to track any
mention of their firm names, products, and services. A number of companies have even
dedicated staff in “social media command centres,” whose only job is to monitor tweets,
blogs, etc..., for mention (both positive and negative) of their employers and their
products – something that United Airlines should consider.117 Clearly, these efforts
were intended to improve customer service.118
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Other businesses’ uses are more unexpected – a benefit? Perhaps. A research team,
led by an Indiana University Profession of informatics and computing, claims to have
found a connection between the ‘mood’ of Twitter users and changes in the Dow
Jones industrial average – based on data from 9.7 million Tweets posted by 2.7 million
Twitter users between March and December 2008, the team measured users’ levels of
“happiness, kindness, alertness, sureness, vitality and calmness” and found that the level
of calmness was an accurate predictor (87.6 per cent of the time) three to four days in
advance of the changes in the closing values of the Dow Jones Industrial Average.119
Gone are the days of the mood ring as the predictor of mood levels.

I can see clearly now
Social media can be responsible for generating after-the-fact (i.e., forced but necessary)
transparency in a number of forums – largely because of the widespread dissemination of
the information and the sheer number of people who become aware of the issue and
demand action. For instance, social media and electronic communications have led to
criminal investigations and charges that may never have occurred but for incontrovertible
evidence of wrongdoing and overwhelming public response in the form of videos taken by
members of the public with camera phones and subsequently posted on social media sites.
The recent G-20 summit held in Toronto in 2010 serves to illustrate this point.120
A protester (Adam Nobody) alleged that he had been assaulted by members of the
Toronto police force and relied on video footage of his arrest that had been posted on
YouTube to support his allegations. The SIU, an arm’s-length agency that investigates
death or serious injury involving the police, concluded that while it believed excessive
force may have been used, it could not identify the officers involved, and the case was
closed. The investigation was hastily reopened when other videos of Mr. Nobody’s
arrest emerged, and were posted on various media sites, making identification of the
elusive perpetrators possible.
Another more recent and local example that received media coverage involved the
Toronto Transit Commission (TTC). Three TTC employees were dismissed after
videos of the drivers texting while driving a bus were taken by customers armed with
smart phones and emerged on various media sites.121 Ironically, the TTC implored its
riders not to take photos of its employees in mid-text, but the Toronto Star was only
too happy to provide an address to which riders could send their photos, and the Star
would then publish them.122
Farther afield is the case of 23-year-old Li Qiming, a son of a deputy police chief, who,
after killing a female college student in a hit-and-run accident, boasted to a crowd that
he was prosecution-proof because of his father’s position with the police. His statement
was caught on video, posted to YouTube, and “went viral.” As one journalist concluded,
“the power of the Chinese Internet and the torrent of public outrage that it carried,
ultimately forced the government to prosecute the younger Li. He pled guilty to drunk
driving and manslaughter while operating a motor vehicle.”123
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Social media have forced public organizations to re-evaluate their policies and operations.
For instance, the Ottawa police force chose to review its detention policies once videos
were released showing officers striking two prisoners and cutting a female detainee’s
clothing off.124 The police chief conceded in an interview that, while the public may
have “tremendous confidence” in the force, “they’re shaken by what they’ve seen.”125

WikiLeaks
No discussion of the power of social media and electronic communication and their
effect on society would be complete without a reference to “WikiLeaks.” WikiLeaks
is what its name suggests:126 “Wiki” is taken from the Hawaiian word for “fast” –
immediacy is a common feature in all social media, and “leaks” means information
that was released without authorization.127 It is a web site (in this case, established
and maintained by a non-profit organization established in 2007) which accepts “restricted
or censored material of political, ethical, diplomatic or historical significance” from
anonymous sources and then after an investigative and forensic analysis of that
information to confirm its veracity, disseminates (or leaks) it widely using electronic
communication and social media.128
The most recent incident (but by no means the first)129 involving WikiLeaks concerned
the release of over 250,000 US embassy cables beginning on Sunday Nov. 28, 2010.
WikiLeaks claimed that the documents demonstrated how the US had monitored “its
allies, … [how] the UN turned a blind eye to corruption and human rights abuses in
states it supported, and how American officials described foreign leaders” in less than
glowing terms.130
After the November leak, major news media (online or in print) devoted entire
sections to “WikiLeaks.” Details (published under the somewhat unfortunate moniker,
“WikiLeaks Dump”) appeared on the 28th in publications including the weekly German
magazine Der Spiegel, the French newspaper Le Monde, the New York Times, England’s
Guardian newspaper and the Spanish newspaper El Pais. Of course no one actually had
to buy any of those publications to read about the details of the leaked documents –
it was all available for free (to anyone with access to a computer, smart phone, etc.)
on web sites, and by the 29th it was doubtful that anyone on the planet had not heard
of WikiLeaks.
WikiLeaks led to some other developments in news reporting. The Lord Chief Justice
of England and Wales recently stated that journalists could report on court proceedings
in the Julian Assange bail hearing via Twitter,131 a trend that has spread to Scotland,132
and is something that the Canadian press had done during the Russell Williams
proceedings. The judge in that case lifted a ban on the use of electronic devices by
accredited media after hearing a pre-trial motion from the CBC and the Ottawa
Citizen.133 As a result, there was virtually no delay in reporting on the progress and
outcome of each of these proceedings.
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Has the fallout from the still-evolving “WikiLeaks” episodes been positive, negative or
some combination of both? Is this an example of social media being used as forces of
good or forces of evil? What happens when an organization becomes a government’s
(or some other corporate entity’s) conscience and has at its disposal literally instantaneous
access to a world-wide audience? At a very basic level, “damage-control” becomes a
whole other ball-game when the world is watching and commenting. And depending
how you view WikiLeaks, the release of documents was either a triumph for transparency134
or, at the opposite end of the spectrum, an example of cyber-terrorism, with the effect
that governments may become more secretive.135 The sheer number of released
documents has had, and will continue to have an effect on traditional journalism –
specifically, how journalists gather information and how they report the news,136 and
how people get news. As one journalist put it:
It’s profoundly new and it’s a profoundly new way that our entire society and our entire
culture are trying to grapple with information. You’re seeing this explosion of massive
amounts of primary source data in all sorts of domains, in research, in science, on the
Internet. And it’s impacting journalism as well. Journalists have to try to understand:
What does it mean to get 250,000 primary source cables? How do we analyze those?
How does our idea of what important information is – how does that change? What
does it mean to get handed a database rather than a document? Journalists have
certain ways of thinking about what information’s important. Their ability to come to
terms with what a database is, is a new kind of profound challenge for journalism.137

The “WikiLeaks” episodes (or as they have been called, “cablegate”) may even change
how and when history is written.138 It may come as no surprise to WikiLeaks’ supporters
that WikiLeaks is among the nominees for a Nobel Peace Prize.139 Those who follow
Nobel Price nominations have stated that the award would “highlight the growing role
of specialist Internet sites and broad access social media in bringing about world
change,” including the role played by social media sites such as Twitter and YouTube
“in mobilizing people in countries with a tight grip on official media, such as Egypt
where mass anti-government protests have been taking place.”140

The Bad
Newton’s third law of physics, “for every action there is an equal and opposite reaction”,
appears to hold true insofar as electronic communication and social media are concerned.
Many of the benefits of social media and e-communication – free, accessible to all, few
limits on content – are also its weaknesses. Most of the downsides are glaringly apparent
– the innumerable sites and wide variety of content, all available 24/7 at no charge, can
prove to be a temptation for anyone, including employees who waste time at work,
surfing sites with no, or at best, questionable value to the employer or anyone else.141
There is a reason that Ontario drivers are forbidden from using cell phones and other
means of texting while driving – they’re distracting.142 Other downsides may not be
so intuitive.
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The four “As” –
Accuracy, Addiction, Anger and Anxiety
Accuracy – David Beckham is an 18th century Chinese goalkeeper
It’s not called the “world wide web” for no reason. Because there is so much information
from so many different sources, how does one identify the trustworthy wheat-bearing
sites from the less-trustworthy chaff-stuffed ones? Unless the site is a major mainstream
media site or one with recognized credentials in a particular field such as an academic
journal or a blog from a recognized expert, there is little, if any, “quality control” –
simply put, the information available is not necessarily accurate.143 The information
may be a product of learned and scholarly research, or it may just be someone’s
musings that were posted post-party in a drunken haze because it seemed like a good
idea at the time. At first glance, sometimes it’s hard to tell the difference.
Wikipedia, the go-to-first site for all school-aged students with projects, essays or other
school assignments, openly recognizes this particular shortcoming of its own site, and
invites readers to report any errors in articles and information.144 But many articles on
that site can be altered by readers/editors at large – while the changes might be intended
to “correct” an entry, the results are not always an improvement in accuracy. A recent
Northwestern University study of 210 students and their use of Wikipedia indicated
that none looked at the history or discussion pages, where information on who wrote
an article or a portion of it and the date it was written or edited can be found.145
Some “corrections” are done to rewrite history (and do not necessarily reflect reality).
For instance, members of Dutch royalty edited out a reference to Princess Mabel’s
relationship with a slain drug baron.146 Other “corrections” reflect a personal bias. A
user with an IP address originating from a Canadian government department “removed
Wikipedia’s entire entry on homosexuality several times on July 20, 2005, and replaced it
with such sentences as: ‘Homosexuality is evil’, ‘Homosexuality is wrong according to
the Bible’ and ‘Homosexuals need our help and counselling.’” Edits were made from the
same IP address to the same entry on homosexuality two dozen times over a one-year
period (2005-2006). Edits from the same address also appeared in more than 500 other
Wikipedia articles on a variety of other topics.147
And some errors are intentionally introduced as a form of cyber-war of words. It has
been reported, for example that a particular British foreign secretary, “makes surprise
visits to Ilford instead of Iraq”, “Robbie Williams [English singer-songwriter, vocal
coach and part-time actor] earns his millions eating pet hamsters”, and David Beckham
was “described as a Chinese goalkeeper in the 18th century.”148 Still other “updates”
are purely vitriolic. The unfortunate artist, Esperanza Spalding, who beat out Justin
Bieber at the 2011 Grammy awards in the “Best New Artist” category, felt the wrath
of Bieber-boppers (or, as one fan put it, “true beliebers”). Her Wikipedia profile was
edited by Justin’s enraged fans, who left messages such as “Justin Bieber deserved it.
Go die in a hole. Who the heck are you anyway!” (Other messages were not quite so
temperate in tone.)149 The comments were removed by Wikipedia staff, but not before
news of the comments spread via the Internet.150
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These examples illustrate the point that the content of such sites can be manipulated,
altered and disseminated without the knowledge or consent of the person to whom the
information relates. More to the point, they may not be accurate, may mislead
(unintentionally or intentionally) or worse, may even constitute a hate crime. This
holds true for personal social media sites.

Addiction – “Hooked on the Internet? Help Is a Just a Click Away”
As with many things that are freely and widely available at all times of the day or night
virtually anywhere, addiction to using social media is a real possibility, also it has not yet
been formally recognized in the Diagnostic and Statistical Manual of Mental Disorders
(DSM) as an addiction disorder.151 But the term “crackberry,” coined to refer to those
with Blackberries (or similar devices) who cannot bear to put them down, even during
family dinner time, must have some basis in fact.152 Therapists have reported an increase
in the number of clients who admit to such an addiction.153
Addiction might also explain these cases: Sometimes the lure of social media is just too
strong to ignore. Consider the Facebook-addicted crook who logged onto his Facebook
page during a robbery and forgot to log off,154 or the equally computer-savvy thief who
updated his MySpace status mid-robbery to “On tha run for robbin a bank Love all of
y’all”.155 Too much of a good thing is…well…too much.

Anger (non-) management – Reach out and bash someone
While it’s true that many social media sites provide a platform for everyone to express
their opinion, many provide the opportunity to do so anonymously. Anonymity is a
powerful tool, and while it might provide a forum for creative thinking, it may also be a
breeding ground for contempt, empowering some, as Captain Jean Luc Picard said, “to
boldly go where no one has gone before.”156 It can give those who post messages free
rein to say things that they otherwise wouldn’t share face-to-face – in other words,
interaction that might, at first glance, be “consequence-free.”157
Related to this feature is the fact that communication on social media sites is often
immediate – there is no requirement that participants pause for that “sober second
thought” before indulging their “net rage” and hitting “Send”. Further, there is no filter,
with the result that all opinions, both informed and uninformed, are posted unless
removed by an editor for crossing an editorial line. But this is true only where sites
actually have staff who vet the comments for content and tone. The result can be
exchanges between users that soon divert from the issue being discussed and turn into
something mildly amusing,158 descend into schoolyard name calling and inappropriate
comments,159 or worse, turn into unbridled nastiness, savage personal attacks,160 and
threats of violence.161 [It’s hardly surprising that some hold the view that social media are
contributing to the rapid decline of modern civilization (or at least a civil civilization).162]

Anxiety – But all my “friends” are on Facebook
According to a recent survey conducted by Edinburgh Napier University, many Facebook
users reported feeling “considerable Facebook-related anxiety” and “friend-fatigue”
connected to the pressure of posting updates about their life for a large number of
people. Researchers connected with one recent study likened Facebook posting to
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“being a mini news channel about yourself…. You are almost a mini celebrity and the
bigger the audience the more pressure you feel to produce something about yourself.”
Many also reported that while they appreciated the opportunity to keep in touch with
family and friends, at the same time they were afraid to withdraw from the site because
they might miss “important social information or offend… contacts.” Much like gambling,
researchers concluded, Facebook holds users in “a neurotic limbo, not knowing whether
they should hang on in there just in case they miss out on something good.”163
Other downsides of this form of communication were apparent from the results of a
week-long social media blackout conducted by Harrisburg University’s Provost as an
experiment. The ban, which applied to both students and staff, allowed the use of e-mail,
texting and other Web surfing, but banned social networking sites and instant messaging.
The purpose was not to preclude access to the banned sites (and it would have been
impossible to do so, given those who wanted to could simply walk to a nearby building
with free WiFi access), but rather to cause people to think about the role social media
play in their lives.164
In-house surveys conducted before and after the experiment indicated that while only
23 per cent of respondents initially endorsed the experiment, 42 per cent were in favour
of it at the end of the week. During the blackout, 33 per cent of students reported
feeling less stressed, 25 per cent reported an increase in classroom concentration levels,
23 per cent found the lectures more interesting and six per cent reported eating better
and exercising more.165 Forty-four percent of students and 76 per cent of faculty members
agreed that the experiment had taught them the “strengths and weaknesses of Facebook
and the value of face-to-face communications”.
Social media use may also have an impact on sleep. The results of the annual “Sleep in
America” poll (which, for the first time, considered the effects of technology on sleep)
found that two-thirds of Americans were not getting sufficient sleep, with 97 per cent of
them using “something electronic before drifting off.” The “something electronic” was
not limited to TV-watching, although quality-time with their TVs was cited by a sizable
portion of respondents. Sixty-one per cent of respondents indicated that they used
computers before bedtime (and more than one-third of them had computers in the
bedroom). About 63 per cent of those in their 20s reported social networking activities,
and were twice as likely as other groups to play video games and more likely to use
Skype and stream videos before bedtime.166

Privacy
Realistic or outdated notion
Social media and electronic communication have created many privacy issues –
specifically, the security of personal information.167 But there is a critical question that
must be asked first. Is privacy in a social media-dominated society even a realistic
expectation, given that electronic information is about as “confidential as a postcard?”168
Is it, as more than one writer has suggested, an oxymoron,169 an analog concept in a
digital age?170
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The Office of the Privacy Commissioner of Canada answers these questions with a
categorical “no”. Privacy is alive and well, although perhaps in somewhat of an altered
state. In remarks made at a May 2010 IAPP Knowledgenet Conference, the assistant
privacy commissioner noted that Facebook CEO Mark Zuckerberg has publicly
suggested that “the social norm has moved away from privacy towards even more
sharing of personal information.” Some social networkers argue that increased
transparency (as opposed to the loss of privacy) is beneficial, making us “better people”
as a result of being in the public eye all the time.171
In response, Ms. Denham observed that as the guardian of privacy, this apparent
departure from Facebook’s earlier privacy philosophy would cause her office to have
some “concerns when people have fewer options to protect their privacy.” She continued,
“Our ultimate expectation is that people will be able to engage in social networking
without relinquishing a meaningful level of control over their personal information….
Even when we choose to share portions of our lives with others online, we do not
extinguish our rights to control our personal information.” She also noted, however,
that individuals also bore some responsibility to protect their own personal data.172
Although the Office of the Privacy Commissioner thinks it’s reasonable to expect
privacy with respect to personal information, what do members of the general public
think? The Privacy Commissioner also commissioned a study of Canadians’ insights on
privacy issues and the potential risks of social networking sites, and the results might
surprise you.173 Of particular note is this conclusion:
Generally, people did not indicate being very concerned about their personal privacy
online – either in general, or specifically in terms of their activities on social networking
sites…The impression was that the privacy settings already in place on Facebook
provide an adequate level of comfort and control over who can and cannot see their
personal information. The older groups tended to feel that they had control over the
information they put online and who has access to it, therefore their level of concern
was mitigated by their own privacy management. Younger generations tended to describe
taking fewer precautions and seemed less concerned with their privacy online in
general….Regardless of the site or service being accessed online, people typically
indicated being comfortable revealing personal information online when they feel that
the benefits outweigh the risks. This is particularly true in specific cases (like online
banking) where truly valuable information is being revealed but the user trusts that it is
being kept secure.174 [Emphasis added.]

The report also noted that the risk of most concern among participants was economic
impact – specifically, conducting financial transactions online. But because they did not
undertake such transactions on social networking sites, any other information that was
shared was potentially less damaging.175 The benefits of keeping in touch with friends
and family free of charge were seen to outweigh the risks, described as “limited, lowvalue personal information being exploited in a harmful way.” Finally, few participants
indicated that they had looked for information about privacy and social networking
sites and none had done so outside of the provider’s site.176
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Interestingly, participants in the study claimed to know that sites such as Facebook were
using their personal information as a means to target advertising. Not many seemed
particularly alarmed at the prospect of third parties having access to and using their
information. In fact, many assumed that this was the case.
Younger social media networkers seem even less concerned about privacy than do
adults. In another recent research report, the Office of the Privacy Commissioner drew
the following troubling conclusions about young social media networkers and their
online activities:177
• Online communication is “an essential part of their social world and one of the ways
in which they connect with friends and family.” Many reported that they feel obliged
to participate in online discussions.178
• Children and young people disclose personal information on social networks and
blogs “in order to register for online services and obtain benefits,” such as prizes,
game points and quizzes.”179
• Children indicated that they often post personal information “simply because there
is an entry field for the information on the site. However, disclosure is also tied to
perceived benefits.”180
• Information revealed by children and youth is “often highly personal,” such as the
user’s full name, phone number, workplace and e-mail address, and also includes
discussions or references to alcohol, drug use and sexual activity (including explicit
or graphic language); negative comments about parents and siblings (although most
often the comments were positive); and information pertaining to the user’s interests
(such as movie, music, book preferences and hobbies).181
• Disclosure of such information is “motivated by a desire to express oneself, present a
positive self image and remain connected to real world friends.”182
• Use and disclosure varies according to gender. Girls prefer social networking sites
and communication over other uses, while boys are more likely to play games. As a
result, “digital content that contains personal information…is far more likely to be
created by girls than boys.” Girls typically rely on such sites to “maintain and deepen
their existing social relationships. “Boys are more likely to look for new friends and
flirt with strangers.” “Girls are more likely than boys to post a profile, but…are more
likely to try and keep that profile private.” “Boys who do post profiles…feel more
comfortable than girls with disclosing their last name, city/town of residence and cell
phone number.”183
• Notwithstanding the foregoing, “nearly 80 per cent of teens report that young people
are not careful enough about releasing personal information online.” Further, many
have “devised strategies to protect their online activities,” such as physically
shielding the computer screen when a parent or teacher is in the vicinity, keeping
secret e-mail accounts, and deleting online search histories.184
• Many children perceive “online space” to be private – this perception is reinforced
by a number of factors – “online communication… allows them to communicate
behind a screen,” enabling them to “bypass the physical constraints of face-to-face
communications”, free of value judgments on body type or facial features. It also
allows them “greater control over their image and/or conversations with peers.”185
• Social networking sites’ design contributes to the sense of privacy. The fact that such
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sites require e-mail addresses and impose membership requirements leads those to use
them to “believe that their discussions are…private.” Public blogs are also thought to
be “relatively anonymous” since they tend to have minimal (if any) content
restrictions and few (if any) consequences for “transgressive communications.” In
other words, a sense of trust is created, “encouraging children to express themselves
more freely than they would otherwise and to post content which would otherwise
be considered inappropriate in a public medium.”186
• Many value and expect “privacy” even though what they have posted is on the
Internet – the problem in their view is not what is posted, but who (the “unintended
others”) views what is posted.187
The Privacy Commissioner concluded that insofar as children and teens were concerned,
while education was needed to address issues identified, the development of critical
thinking skills was the most effective strategy in encouraging them to think before they
post – in other words, if this particular demographic group were given the tools to
protect themselves, they would use them.

You can run but you can’t hide…
not when everyone and their mothers are
posting personal details
How many of us think that important personal information is secure as long as we don’t
post bank account numbers or PINs on social networking sites? How many of us think
that the privacy measures that each of the social networking sites are sufficient to protect
our personal information? How many of us even know what the sites’ privacy policies
say? It’s not just about keeping track of your wallet and not writing down your PIN
and storing it with your bank card anymore (although those are still good things to do).
While Facebook, MySpace and other similar social media sites may allow you to connect
with a long lost relative or find a school mate, it also means that others can find (or
target) you, and collect detailed personal information, such as names of the user and his
or her family, addresses, birth dates, addresses, financial details (such as recent purchases),
educational background, vacation plans, photos, and other details about every aspect of
the user’s day-to-day life that may be posted on social media sites (or that may exist
without the user’s knowledge, such as embedded information included in photos). And
those are all the ingredients needed for identity theft or worse. According to a recently
released US Federal Trade Commission report, 19 per cent of 1.3 million consumer
complaints received during 2010 concerned identity theft, making it the leading complaint
for 11 straight years.188
How is privacy lost? Or, put another way, how do others get our personal information?
Loss may occur accidentally through technical ineptitude. Who of us (apart from the
techies) truly understands the mechanics of social media and electronic communication
beyond the bare essentials?189 Information may be accidentally shared and widely
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disseminated because of a failure to appreciate some of the finer technological details
of social media, such as what privacy settings mean and what information those settings
apply to, and what information may be embedded in data or photos that are posted to a
social media site.190
Combine technical incompetence with “over-sharing” of personal information, and you
have the main ingredients for identity theft, or worse. If, for instance, a user has posted
vacation plans, a criminal may hack into the user’s account, and use the information
learned to solicit money from the user’s unsuspecting family members or circle of friends
by claiming that the user has been robbed and needs emergency funds.191 Providing too
much information might also leave you vulnerable to blackmail.192
The potential for such an error is not limited to adults who may be less familiar with
technology than children and teenagers. It can happen to anyone. The case of a 14-yearold girl from Hertfordshire who posted an invitation on Facebook is but one example.
She had intended only to invite 15 friends to her 15th birthday party…but sent the
invitation without first changing her privacy settings. Twenty-one thousand people
RSVPd. The party was cancelled, and the police, who were notified, issued a terse and
pointed warning, suggesting that those who had intended to attend the party make
other plans.193
What about photos? How can privacy be lost through posting photos? If you’ve posted
innocent photos of family pets or other family members, along with their names and (in
the case of the non-furry family members) birth dates, and you happen to have used
that information as one of your PINs, then essentially you’ve provided them with access
to your bank accounts. Did you know that smart phones and some digital cameras are
“GPS-enabled and can record…meta-data on image and video files, which can reveal
when and where the files were captured,” again essentially giving thieves a map to
your home? Some web sites remove this information automatically, but others don’t.194
By posting photos with the GPS information still intact, you’ve literally given out the
location of the photo shoot (and, therefore, possibly your home address according to a
web site devoted to “raising awareness of over-sharing” and tellingly named “Please
Rob Me”).195
A recent survey conducted by an anti-virus software company, A-V-G, of 2,200 mothers
with Internet access and children under two years of age in 10 countries indicates that
Canadian mothers were least concerned about privacy issues related to online posting
of photos of their children and were most likely to post prenatal sonograms online. Of
the entire group of mothers, 81 per cent had uploaded photos of their children.196 But
any photos, including those of children, may be misappropriated by child pornographers
and digitally modified and posted on child porn sites.197
The photos might also provide fodder for cyberbullies. Or your photos might be
“repurposed” – i.e., used by others for purposes not originally intended. Consider
the case of Danielle Smith who received an e-mail from a friend in the Czech Republic,
notifying her that one of her Christmas family photos was now gracing a billboard ad in
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Prague. News reports are full of other similar misappropriations.198 Literal identity theft
or “scalping”199 may occur when a stranger with access to another’s profile on a social
networking site, such as Facebook, will sift through the information that is available to
the public and pilfer that information for the purpose of constructing another profile,
either to misappropriate and use as their own identity or to harm the reputation of the
person to whom the information relates.

You’re in good hands with…OK, not so much.
Beware of Geeks bearing gifts.
200

Social networking sites themselves do not necessarily protect their users’ privacy. Apart
from professional high-tech hacking (or cyberattacks), which is discussed below, such
sites themselves may have their own weaknesses – some of which are deliberately built
into the sites. The federal Privacy Commissioner recently published an article comparing
six social networking sites from a privacy perspective.201 The six sites included in the
study were Facebook, Hi5, LinkedIn, LiveJournal, MySpace, and Skyrock. The comparison
of these sites was based on 10 specific indicators of privacy: registration information;
real identities versus pseudonyms; privacy controls; photo tagging; accessibility of
member information to others; advertising; data retention; account deletion; third-party
applications; collection of non-user personal information.202 Each of the six social
networking sites was found to be deficient in one or more of the 10 privacy indicators.
Do you receive e-mails from companies you’ve never heard of who advertise products
or services you’ve never thought of using? Are they reading your mind? No, it’s not
corporate ESP. Corporations may be surreptitiously or openly gathering or mining
users’ personal information and tracking their online movements. To give you an idea
of what personal information data miners can find, a journalist with Time gave his name
and e-mail address to the CEO of Reputation.com, an organization devoted to “providing
individuals and businesses with the necessary tools to define their online image.” In
three hours, the CEO was able to provide the journalist with his Social Security Number.
Other data mining companies were able to provide the same journalist with a list (some
accurate and others not) of his reading, food and entertainment preferences, the amount
still outstanding on his mortgage, and some of his leisure activities.203
The information may be used for the purposes of marketing their goods and services to
a specifically-targeted demographic (or a subset of that demographic),204 or it might be
provided to third parties, for their use in marketing their own goods and services – the
electronic equivalent of telemarketing. There are even entities that do nothing else but
compile information from social networking profiles – they “gather information from
public sources, such as property records and telephone listings, and other information
…harvested by ‘scraping’ – or copying – web sites where people post information about
themselves.”205 Canada’s Privacy Commissioner recently launched an investigation
into Facebook’s privacy policies, after the Wall Street Journal reported that many of
Facebook’s apps have been “secretly transmitting” the site users’ personal information
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“to advertising and Internet tracking companies”, in violation of Facebook’s own
privacy guidelines and likely Canadian privacy legislation.206
Some mobile devices pose the same problem. The CBC recently reported that nearly a
quarter of iPhone apps and almost half of Android apps “contained software code that
contained…data mining capabilities” – the ability to “pull sensitive data off users’
devices and ship them to third parties without notification.” The data included contact
information, texts, photos and Internet search histories.207
Activities such as these have put Facebook and Google on the Privacy Commissioner’s
radar. That office has conducted a number of investigations into the practices of both
Facebook and Google. In Facebook’s case, the Privacy Commissioner was concerned
that “third-party developers of games and other applications on the site had virtually
unrestricted access to Facebook users’ personal information.” In response, Facebook
amended its practices – users are informed of the “categories of data” and Facebook
must seek consent both to have access to the information and to use it. Facebook also
amended its privacy settings so that users could apply an individual privacy setting to
separate photos or comments. Issues continued with access to information, as it was
discovered that 10 Facebook applications had been sending users’ personal information
to advertising and Internet tracking companies, and included information about users
who had used the appropriate privacy settings to ensure that such information was not
shared. In addition, the Commissioner has identified other privacy issues related to
default settings – again, in turn, related to access to personal information.208
Google209 was the focus of a separate Commission investigation in Canada,210 for
allegedly improperly collecting e-mail addresses and other personal data from unsecured
wireless networks in neighbourhoods across Canada.211 The personal data, captured over
several years by Google’s “Street View” cars, included “complete e-mails, e-mail addresses,
usernames and passwords, names and residential telephone numbers and addresses.”
Also included were names of persons suffering from a variety of medical conditions,
together with their telephone numbers and addresses. The Privacy Commissioner
termed this a “serious violation of Canadians’ privacy rights” that resulted from an
engineer’s careless error and the failure to have in place proper controls to ensure that
personal information was kept confidential. She noted that while the “impact of new and
rapidly evolving technologies on modern life is undeniably exciting…the consequences
for people can be grave if the potential privacy implications aren’t properly considered at
the development stage of these new technologies.” Google was to have submitted a
report to the Commission by February 2011 indicating that it had implemented the
Commission’s recommendations.
What about cyberattacks by professional hackers? Apparently no one is immune from
these sorts of threats, not even those who are technological geniuses! Mark Zuckerberg,
the founder of Facebook, with all his social media skills and computer know-how, and
Facebook itself, has been targeted.212 Twitter has also been targeted and hacked.213 A
simple Google search using the terms “facebook”, “myspace” and “hack” generated
2,240,000 results, many of which appear to have included clear-cut instructions on how
to hack those and other similar sites.
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While firewalls and security software have become more effective at protecting data
(but it must be kept in mind that nothing is effective against all attacks), mobile devices
are vulnerable and are said by some to be the next target. The threat increases with
WiFi access.214 McAfee, a corporation which provides virus scanning software, recently
stated that the “popularity of downloading music and videos onto mobile devices
provides an opening for cyber attacks.”215 In addition, the shortened URLs (3,000 per
minute for use on social media sites such as Twitter), provides hackers with another
opportunity to hijack personal information. And McAfee predicts that 2011 will the
year that Mac products, so far immune to hackers, will be targeted.216
More recently, a “Reddit”217 user discovered that over 21 applications available through
Android contained a virus. Further investigations indicated that over 50 apps were
contaminated. Once the app is downloaded and run, the virus, DroidDream, then sends
personal information to a remote server. 218 As one writer put it, “the open nature of
the Android platform” was both a good and a bad thing. While the openness of the
“developer market” arguably provided a creative environment, it also created a “very
attractive criminal market.”

How do you spell “you’re fired”?
T-w-i-t-t-e-r (Alternatively: F-a-c-e-b-o-o-k)
Consider where your words may end up and what happens if they travel beyond the
intended recipient. At one end of the scale is mild embarrassment.219 At the other end
of the scale are possible criminal charges and/or civil actions for defamation or human
rights claims, depending on the circumstances and the content.220
Even when the end-user is well-intentioned and the content is nothing more than mildly
embarrassing, do you want your comments shared with others? Two recent college
graduates launched their own web site late in 2010, “whenparentstext,”221 which is
dedicated to “text messages between befuddled parents and bemused offspring.”222 The
site has somewhere between 60,000 and 100,000 page views daily and receives submissions
of parent-offspring online exchanges from many countries. The book rights have been
sold, and the two entrepreneurs hope that it might eventually become a sitcom. While
the intent and tone behind the web site and the submissions might have been, as one
of the site owners put it, “loving”,223 it does underscore the issue. Do you know where
your postings are and, in this case, do you appreciate having them read world-wide?
This point was not lost on one mother, who, after experiencing her “15 minutes of fame”
and fearful of even more permanent fame,224 sent her daughter the following comment:
“So you have not received a text from me lately because I am terrified you will put it on
that stupid web site again. Which your father for some reason thinks is a good thing.
He put it on Facebook for his friends to vote for us!!! not all attention is good attention
young lady!!!”225
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And if you missed the point about permanence and scope, the waiver included on the
site is a pointed reminder:
By uploading, submitting or otherwise disclosing or distributing content for display or
inclusion on this site, you give this site unlimited license in perpetuity to the content and
the information therein, and specifically you give whenparentstext.com LLC an exclusive,
sublicensable and transferable right in perpetuity to use, republish and make derivative
works from such content in all media now or later developed, throughout the universe.226
[Emphasis added]

Somewhere in the middle of the scale of “what could possibly go wrong” are forgone
job opportunities, workplace disciplinary consequences, denied insurance claims, or a
lost chance at scholarships. Consider the possibility that an employer may be checking
social networks not only to see what customers or competitors are saying about the
employer but may also be surfing social networking sites of current employees for the
purpose of monitoring their activities while at work or scrutinizing the sites of potential
employees for the purpose of running a background check.227
There are countless instances of employers who monitor their employees’ online activities,
with dire outcomes for the employees under scrutiny. In addition, the results of a 2008
survey of 31,000 employers indicated that one in five employers use social network
searches as part of the hiring process.”228 More recent studies indicate that that number is
closer to between 45 and 53 per cent of employers.229 A more important question is what
the employers did with the information they gathered from such sites – more than onethird of the employers reported that they did not hire a prospective applicant because
of what they discovered online. And what did they discover? Inappropriate photos
or comments, references to drinking and drug use, and even negative comments about
a former or current employer.230 In an interesting and recent development, however,
a unanimous three-member panel of the Ontario Court of Appeal ruled that while
employers may own company computers they cannot give police access to them.
In other words, an employer cannot waive an employee’s privacy rights.231
Insurance companies seeking to dispute the bona fides of an insurance claim,232 and
educational institutions wanting to know more about their applicants for admission or
for scholarships, bursaries and awards may also scour social media sites looking for
information.233 And, as has been discussed, current or prospective employers, schools
and insurers are not the only ones gathering personal information from social media
sites – data miners also want your information.
At the far end of the scale are possible civil or criminal charges. Information posted on
social media sites has formed the evidentiary basis for a variety of criminal charges and
civil actions. For instance, an Ontario speeder who boasted on an online car forum that
he drove his BMW 140 km/h in a 40 km/h zone received a six-month ban and a 12-month
probationary period for careless driving. The police were alerted to the post, investigated
and charged him.234 Posts (of information or photos) in various social media sites
have been similarly used in criminal libel cases,235 other criminal cases involving the
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Internet such as luring, family law proceedings, insurance claims cases, and workplace
terminations.236 Social media sites have even enabled members of the public to identify
criminals237 and solve crimes themselves.238

The very dark sides
But there are also very dark sides to the down sides of social media and electronic
communications. For instance, fraud is a very real possibility. Because of their potentially
large audiences, ease of access, and user-friendly nature, with the help of some new
equipment, social media and electronic communication are perfect vehicles for
perpetrating fraudulent schemes, including credit card scams, phishing e-mail scams,
skimming scams, and mortgage-rescue and credit-repair scams.239 Even the old so-called
“419-Nigerian” scam (which, while it may have originated in Nigeria, is by no means
limited to that country) has been given new life with new technology, and merits its
own Wikipedia page.240 Gone are the laboriously-typed letters replete with misspelled
words from a family member of a deposed leader or dictator who has amassed a
fortune, asking for your assistance in getting it out of the country. Now e-mails with the
same information (and the same egregious spelling mistakes and tortured grammar)
can be sent to millions of potential victims asking the same thing.
Social media sites have been instrumental in facilitating the commission of serious
criminal cyberoffences such as cyberbullying,241 cyberstalking,242 hate mongering via
social media sites,243 and possession and/or distribution of obscene material and child
pornography, again through the Internet.244 Each of these crimes can be perpetrated
through social media – social media sites are easily used and accessible, free, and
provide a huge (i.e., world-wide) distribution network. And because of the size of the
audience, the victims may be victimized not just once by the initial act, but repeatedly
each time the Internet record or photo of the crime is viewed because the record may
be a permanent one.245
If you don’t believe that the Internet poses particular danger to children, consider these
comments and statistics. The UK Child Exploitation and Online Protection Centre
recently stated that there has been a “notable increase” in “still and moving images
captured on webcams…. These can be self-taken as a result of online grooming, for
example, inciting a child to commit a sexual act and then using video-capture software
to record the video streams for later viewing and trading and/or use as blackmail to
ensure further compliance by the child….” Similarly, there is also a marked trend of
the use of webcam streaming chat sites, enabling offenders to interact either through
instant messages and/or webcam to share previously captured footage or live-time
images of abuse of children in their care.”246
Facebook’s response to pressure from British child-protection groups, such as the
Child Exploitation and Online Protection Centre, is the provision of an app in the UK
that allows children to report “predatory sexual behaviour or cyberbullying” to the
appropriate authorities.247
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According to Statistics Canada,248 child pornography offences have increased significantly
in Canada, from 55 offences in 1998 to 1,408 in 2008, with over five million child sexual
abuse images on the Internet. According to Cybertip.ca, from 2002 to 2009, 57.4 per cent
of the images on Internet sites containing pornographic images of children were of
children under the age of eight, 24.7 per cent were of children aged eight to 12, and
83 per cent were of girls. Over 35 per cent of the images analyzed showed severe sexual
assault. Children under the age of eight were most often subject to sexual assault
(37.2 per cent) and extreme sexual assault (68.5 per cent). Older children were usually
shown naked or in an obscene pose.249
Some recent developments in the law (both case law and statutory amendments) are
intended to deal with cybercrime involving children,250 Bill C-22,251 [An Act respecting
the mandatory reporting of Internet child pornography by persons who provide an
Internet service] for instance, is as its title suggests, intended to fight Internet child
pornography by requiring Internet service providers and others who provide Internet
services, such as Facebook, Google and Hotmail, to report any incidents of child
pornography. It was passed by the House of Commons on December 3, 2010.252
Bill C-54, Protecting Children from Sexual Predators Act, 253 received third reading on
March 11, 2011 but unfortunately was not passed prior to the dissolution of Parliament
in March. Had it passed, it would have amended the Criminal Code to increase or
impose mandatory minimum penalties for certain sexual offences involving children.
The Bill also would have created two new offences, namely that of making sexually
explicit material available to a child and of agreeing or arranging to commit a sexual
offence against a child. In addition, Bill C-54 would have expanded the list of specified
conditions that may be added to prohibition and recognizance orders to include
prohibitions with respect to contact with a person under the age of 16 and use of the
Internet or other digital network, and would have expanded the list of enumerated
offences that could give rise to such orders and prohibitions.254
In 2002, the Criminal Code was amended to add s.172.1 – luring a child. That provision
is divided into three subsections, which, in turn, deal with children who are under the
ages of 18, 16 and 14 respectively. Which subsection a criminal act falls under depended
upon the purpose for which the child is being lured or which sexual offence is the object
of the “luring”. Section 172.1 makes it a criminal offence to communicate with a person
by computer who is, or who the accused believes is, under the ages of 18, 16 or 14 for
the purpose of “facilitating” the commission of an offence designated under one of the
subsections. The offence of luring a child is an indictable offence, and punishable by
imprisonment for up to ten years. If the Crown chooses to proceed by way of summary
conviction, anyone who is convicted is liable to be sentenced to jail for up to 18 months.
At issue in a recent unanimous decision of the Supreme Court of Canada was the meaning
of the word “facilitating” as it appeared in the luring provisions. In R. v. Legare,255 the court
found that the lower trial court had adopted an unduly restrictive interpretation of the
provision. In this context, the court held, “facilitating” “include[d] helping to bring
about and making easier or more probable – for example, by “luring” or “grooming”
young persons to commit or participate in the prohibited conduct; by reducing their
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inhibitions; or by prurient discourse that exploits a young person’s curiosity, immaturity
or precocious sexuality.”256
Mr. Justice Fish, who delivered the court’s decision, commented that the content of the
communication is not necessarily determinative: what matters is whether the evidence
as a whole establishes beyond a reasonable doubt that the accused communicated by
computer with an underage victim for the purpose of facilitating the commission of a
specified secondary offence in respect of that victim. Further, in order to constitute the
offence, the offender did not have to meet or intend to meet the victim with the
intention of committing an offence. He concluded that “[t]his [conclusion] is in keeping
with Parliament’s objective to close the cyberspace door before the predator gets in
to prey….”257
That the possibility of cyberattacks is a serious issue is demonstrated by an
announcement made late last year by the Canadian federal government about a new
cyber security strategy that is intended to secure federal computer systems and under
which funding will be provided for education, as well as a 24-hour-a-day Information
Protection Centre to fight cyber attacks.258
Equally important are proposed changes to existing legislation (including the Criminal
Code, the Competition Act, and the Mutual Legal Assistance in Criminal Matters Act) in
response to technological advances.259 These developments are timely, given the recent
cyberattack on a number of federal government networks.260 At the time the program
was introduced, Minister of Public Safety is reported to have stated: “But just as
cyberspace is constantly evolving, so, too, are the cyberthreats to our security, prosperity
and quality of life. It’s time to take protection of Canada’s cyberspace to the next
level.”261 Indeed.
In addition to these measures, Bill C-28, the Fighting Internet and Wireless Spam Act
(FISA) received Royal Assent December 15, 2010. Prior to the enactment of FISA,
Canada was the only G8 country without specific spam legislation. According to
Industry Canada, “the intent of the legislation is to deter the most damaging and
deceptive forms of spam, such as identity theft, phishing and spyware, from occurring
in Canada and to help to drive out spammers.”262 Of particular interest is s. 47, which
creates a private right of civil action for those who believe that they have been a victim
of a contravention of the legislation.
Other countries are also taking steps to protect personal privacy. Sixteen-year-old
EU privacy laws are to be updated, so that corporate entities holding personal
information will be required to let users withdraw from web sites, terming it the
‘right to be forgotten.’263
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Just Plain Weird
(alternative titles: “Is it just me?”, “Social Media
Madness”, “Really?”)
No discussion of social media and electronic communication developments would be
complete without a brief canvass of some of the more peculiar developments. It was
recently reported in the Wall Street Journal that a New York University photography
professor intended to have a thumbnail-sized camera implanted in the back of his head.
Over a one-year period, the camera would take pictures each minute, and the photos, in
turn, would then be fed to monitors at the Arab Museum of Modern Art in Qatar. The
artwork was to be titled “The 3rd I”. Since he was also teaching, he informed his students
of the project and agreed to keep the cap on the camera lens while on university property
in order to protect his students’ right to, and expectation of, privacy. The experiment,
however, was not without its challenges. He was recently reported to have had the
camera removed after he developed an infection. Not to be discouraged, he now wears
the camera around his neck suspended by a strap (presumably like the rest of us).264
Chevy recently discovered the true power of social media – it was a stunning example
of a marketing strategy gone horribly and publicly wrong. The TV series, The Apprentice,
sponsored an online contest inviting viewers to create a commercial for the Chevy Tahoe
by adding their own captions to video clips provided by the company – no doubt hoping
to capitalize on the collaborative aspect of social media. The winner’s ad would be run
on national TV.
Although Chevy declared the ad campaign a success, YouTube and Chevy’s web sites
were literally flooded with parodies criticizing Chevy for its failure to consider the
environment. The company either completely failed to consider, or seriously
underestimated, the strength of the pro-environment, anti-SUV contingent of the
social media audience.265 This unforgettable entry was just one of many: “Forget
Iraq’s missing weapons. Here’s the real weapon of mass destruction, killing an extra
1,000 smaller vehicle occupants, bicyclists and pedestrians annually. Way to go
Chevrolet!”. The results were a spectacular win for the environmentalists, and not
so much for Chevy.
Molson’s Facebook product promotion also took an unexpected turn. Its social media
campaign targeted its largest demographic customer base – 19-24 year olds. Molson
asked students to “send in their craziest party pics in an effort to track down the top
party school in the country” which, as one writer pointed out, “translates into ‘how
drunk can you get on camera.’” Universities, not particularly pleased with the prospect
of being known as that ‘drunk school’ complained, as did parents. Newfoundland’s
Memorial University was in the lead until Molson finally pulled the ad, conceding that
it had a lot to learn about social media.266 One writer in the university’s student
newspaper, The Muse, responded by saying, “Beer bongs and letterman’s jackets, it’s
really not something MUN should strive to be associated with.”267
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Do you have a bunch of “e-stuff” and no place to put it?268 There’s a solution to that.
One Internet company has developed “storage lockers” for all that data.269 Do you
yearn to see chickens roasting by an open fire 24-7? Then Swiss Chalet’s “Rotisserie
Channel” is made for you. Dubbed by some as “poultry in motion,”270 the channel will
feature a “constant televised loop of 12 roasters turning on a spit to promote the chain.”
Available to Rogers’ digital customers in Ontario, it will run for 13 weeks. A Rogers’
spokesperson likened the channel to its hypnotic “fireplace, sunset and aquarium
channels”271 – all chicken, all the time. Of course, Rogers will be monitoring customer
feedback on, among other areas, social media sites.272
Then there are the “seriously strange social networking sites,”273 including “nclüdr,”274
a site that asks whether you’re “tired of only having 60, 100, 200 friends.” It advertises
itself as the “social network where everyone and everything is your friend,” and promises
you that you’ll never be rejected. There is also “RedKaraoke,”275 for those who think
that “karaoke night” once a week at their local pub just isn’t enough; and “line for
heaven,”276 where you can earn “karma points” by “blessing” people to “get closer to
God.” (Perhaps this site could be used in conjunction with the “confession” app.)
Among the more unusual apps (and it is hard to choose) are iPoo277 – a classic example
of “way too much information” (or in social-media speak, “TMI”). This app allows
bathroom users to “chat with each other, draw graffiti on a virtual [bathroom] stall and
look at a map to see where others are doing their business.” As of February 2010, it had
20,000 members. “Drunkblocker” is an app for an Android mobile that prevents users
from “Drunk-dialing contacts in your contact list.”278 Users must pass a sobriety test
before they can dial their phones. A similar one, “iDrunky”, functions in much the same
way and uses the field sobriety tests used by American police forces.279
There are apps for those who are still looking (or looking again) for their perfect match.280
And for those who have found love, there are, courtesy of New York City, the city that
never sleeps, the locations of the nearest free condoms.281
There are apps to keep pets amused while their owners are out.282 There is even an app
from Google that claims to translate animal sounds into English (or other languages),
so that you can communicate with Fluffy or Spot.283 [It was introduced by Google on
April Fools’ Day and was later admitted by Google to be a joke.]
And for those who are musicians or who want to be, there are numerous apps that can
turn your iPod or iPad into a keyboard, a fretboard, or other virtual musical instruments.284
You can even have your own virtual jug band, with the app providing all the essential
instruments: washboard, spoons, kazoo, and of course, jug.285 Apparently, though, skill is
not provided – you have to supply your own musical talent.
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Why the Ontario College of Teachers developed
a professional advisory to guide teachers
How a professional self-regulator can provide guidance to its members
through professional advisories on the use of electronic communication
and social media
As has been seen by the foregoing review of the upsides, downsides and oddities of
electronic communication and social media, generally, it’s a new world with new rules,
many of which are unwritten or unclear. Teachers who use social media and electronic
communication in their professional activities are faced with the responsibility of using
them while crossing uncharted territory that is riddled with potential landmines.
That is where the College can provide its members with guidance – through a
professional advisory.
A professional advisory (a “policy statement”, or “code” or “guideline”) is typically
issued in response to a demonstrated need for clarity or precision with respect to either
the conduct of the professional, or the regulator’s discretion in overseeing that conduct.
It may address imprecision in a regulator’s enabling statute, regulations or other applicable
legislation or rules. It may speak to a nuance that is not addressed in statute or other
rules. It may be deemed necessary once a court case has been decided that may have
some bearing on how the regulator carries out its activities and how professionals carry
out their professions. An advisory ideally serves not only the professionals’ interest but
also that of the public.
Advisories can serve a number of purposes. They may:
• respond to the professional’s need to understand an aspect of professional practice
• respond to the professional’s need to know how the regulator undertakes
adjudicative activity, such as hearings of a tribunal, or
• respond to the public’s need to understand what professionals are (or are not)
expected and/or obliged to do.
Professional advisories should not be issued lightly, or simply for symbolic reasons. If a
professional advisory enhances the reputation of the College or the profession, that is a
positive auxiliary benefit, but self-promotion should not be the reason for producing an
advisory.
Professional advisories may vary in tone, which is determined by the issue to be addressed.
They may provide a set of guidelines that invite members of a profession to engage in
self-reflection and provide strategies that may assist members in working more effectively
with the public. They may be instructional or educational in nature for both the
professional and the public, and may provide an overview of legislative or other
requirements. They may be prescriptive in tone, and discuss conduct that is clearly
prohibited under legislation (such as activities that constitute professional misconduct).
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What is the legal significance of professional advisories and why are
they different than statutes and regulations?
What is their legal significance? As a matter of administrative law, courts may consider
codes, guidelines, policy statements, training manuals, and similar documents as a potential
element in judicial review of professional conduct or the regulator’s adjudicative activity.
Legal experts are unanimous in their view that guidelines or advisories, also referred
to as “soft law,”286 can be helpful in “indicating the considerations by which [the
regulator] will be guided in the exercise of [its] discretion or explaining how [it will]
interpret a particular statutory provision.”287 In other words, they provide valuable
guidance to members in a variety of areas in which they are required to exercise
professional skill, conduct and judgment.
They are particularly useful in those grey areas where the answer to a professional
dilemma is not entirely clear. They have also been described as desirable “tools of
effective and fair administration.”288 Further, they have importance for members of the
public, who, as a result of the guidelines, will “have a better knowledge of the criteria
that will be used in the decision-making process.”289 Legal experts agree, however, that
while such policies are useful in providing guidance, they should not be used so that
discretion “crystallize[s] in binding and conclusive rules.”290

Why and how did the Ontario College of Teachers
develop this professional advisory?
The why
Part of the College’s mandate as the regulator of the teaching profession is to provide
for the ongoing education for its members and to establish and enforce professional
and ethical standards for its members.291 The College also has a statutory duty to
communicate with the public on behalf of its members.292 And it has an overarching duty
to serve and protect the public interest while carrying out its regulatory activities. 293
Social media and electronic communications offer new options for teachers, but by their
inherent nature (as discussed at the outset of this paper) they also present some dangers
specifically for teachers, with potentially serious professional ramifications. While the
risks may be high, not all organizations, including other professional regulators, have
social media policies in place.294 Those who do have policies have taken various approaches.
Some have chosen to address the issue by imposing an outright prohibition or placing
stringent restrictions on the use of social media.295 And it’s certainly on the radar for
many organizations.296
While this is not the first time the College has addressed issues arising from its
members’ use of social media, it was clear that more guidance was needed.297

32 O N TA R I O C O L L E G E O F T E A C H E R S

Why now
Why now? Do College members face particular challenges? Yes, they do, and
demographics are part of the answer. Simply put, many members are in contact with
children and teens on a daily basis – in their professional capacities as, for instance,
teachers, principals and vice-principals, or as coaches or mentors. As has been discussed
earlier in the paper, school-aged children, teens, and young adults are the most prolific
users of electronic communication and social media sites, and are flocking in the hundreds
of thousands to such sites, making it an acceptable (if not necessarily expected and
desirable) means of communication from their point of view.298 Because of children’s
and teens’ facility with social media and electronic communications (and some argue,
because this generation’s brains are differently wired),299 some writers believe that both
can be a part (big or small) of the classroom lesson plan (although there is not consensus
on this particular point).300
But as has also been seen, this particular demographic group has a much different sense
of privacy than do other older demographic groups. There is clearly, what one journalist
has termed, a “generational privacy divide.”301 Simply put, youth (whether they are
children or teens) view privacy much differently than do adults and because of this
factor, are a particularly vulnerable subset of social media users. They may assume that
what they post is private and may fail to appreciate that that when they post comments,
photos and videos online, that information may be public, permanent and almost
impossible to remove. What they post may, in other words, come back to haunt them
in ways they don’t foresee, thus leaving them particularly vulnerable.
Technology is another part of the answer. As noted earlier, social media and electronic
communications are new vehicles of communication. While they may be user-friendly,
there is still a learning curve. It’s relatively easy for anyone – teacher or student – to
make a mistake particularly if one hasn’t fully grasped the technological intricacies of
the various sites and platforms. As a result, a well-intentioned person may be just one
click away from professional disaster, without realizing it.
Part of the answer also lies with a teacher’s position as a professional relative to students.
College members are in a unique position relative to students, and are expected to
maintain appropriate boundaries. The Supreme Court of Canada is quite clear on this
point. In a trilogy of decisions,302 each involving teachers, the court agreed that teachers
occupy a significant role in society that, in turn, places them in a direct position of trust
and authority with respect to their students. They are linked inextricably to the school
system’s integrity, and parents delegate their parental role to teachers, entrusting them
with their children’s education. As a result, “[t]eachers occupy positions of trust and
confidence, and exert considerable influence over their students as a result of their
positions. The conduct of a teacher bears directly upon the community’s perception of
the ability of the teacher to fulfill such a position of trust and influence, and upon the
community’s confidence in the public school system as a whole.”303
In another of the trilogy decisions, La Forest J., writing for the Court, emphasized the
sensitive environment of a school and the need to hold teachers to high standards of
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professional conduct inside and outside the school:
By their conduct, teachers as “medium” must be perceived to uphold the values, beliefs
and knowledge sought to be transmitted by the school system. The conduct of a teacher
is evaluated on the basis of his or her position, rather than whether the conduct occurs
within the classroom or beyond. Teachers are seen by the community to be the medium
for the educational message and because of the community position they occupy, they are
not able to “choose which hat they will wear on what occasion”…; teachers do not
necessarily check their teaching hats at the school yard gate and may be perceived to
be wearing their teaching hats even off duty.304

There is, in other words, an important boundary that teachers must maintain between
themselves and their students. But social media and electronic communication, by their
very nature, may obscure that boundary. Interaction through such sites and by means of
e-communication, with all of its attendant abbreviations and lingo, encourages casual
exchanges that suggest more of “let’s-be-friends” tone than a professional teacherstudent tone. In fact, some argue that they parallel “the steady erosion of formality in
society as a whole”.305
The tone and intent of e-communication exchanges can be easily misinterpreted.
Communication on social media sites and by electronic means tends to be more
informal. The time during which messages are sent may also add to the confusion, and
because an e-mail is like a personal letter, a student may feel more valued than the
circumstances warrant. As one educater put it, “OMG it’s everywhere!”306 And as
another writer put it, “[C]ontact outside the classroom is not only easier but, in many
schools, actively encouraged – school web portals on which teachers and students can
upload and download assignments, email each other questions and answers, post
announcements and sometimes chat in real time.”307 But there is a difference in sending
a handwritten note “in a register asking a pupil to come to room 218 after school to
discuss…homework, and an email or text message saying, ‘C u 3.45 my room.’”308
Apart from their short-sighted views on the importance of privacy, children and teens
are also vulnerable in another sense – they are young, and being popular and accepted
(or at least not ridiculed) by one’s peers is very important. But having social media
networking “friends” is not necessarily the same as having a real “friend.”309 Being
“friended” (yes, “friend” is now a verb) or receiving a “friend” invitation has become
like a badge of honour and is tied to popularity – the more “friends” you have, the
more popular you are.310 Being a “Facebook friend” with a teacher may imply something
altogether different than what was intended – purely professional rapport between a
student and his or her teacher that crosses that professional boundary line into a
personal relationship, no matter who institutes it. As the former registrar of the B.C.
College of Teachers put it, “When communicating with students, educators must always
remember that students are not and cannot be their friends. Many cases [that come to
the B.C. College]…result from educators genuinely believing in the importance of
sharing extensive personal information with students. They see this as making them
more approachable and better teachers….It all comes down to finding the balance
between being friendly, but not a ‘friend.’”311
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A number of writers believe that younger teachers may be more vulnerable and may
not realize when the professional boundary line has been crossed. They are well-versed
in the use of social media and used to the informality, but at the same time may not
realize how the informality typically associated with the use of social could lead them
to cross the professional line. A desire to be seen as their students’ contemporary may
also contribute to the problem.312
That there are challenges is clear from well-publicized reports of educators in other
jurisdictions who have misused social media and electronic communication and articles
that deal with the issue.313 And the College has seen an increase in the number of
complaints made that involve some form of misuse of electronic communication and
social media. Some involve students and some do not. Some involve a lapse in judgment
on the part of the member, which while unintentional, had serious consequences for
the member.
Others involved conduct on the part of the member that was egregious, warranting
findings by the College’s Discipline Committee of professional misconduct and in some
cases, warranting criminal convictions by a court. For instance, in one case, a high school
teacher used school computers to view pornographic images and movies featuring
teenaged girls, some of whom represented that they were 18 years of age. He was
suspended for six months and reprimanded, and the committee ordered that his
name be published.
In another decision, the member, an elementary classroom teacher, was found to have
acted inappropriately towards a 16-year-old former student. Among other activities, he
communicated with her through e-mail and instant messaging, fostering a relationship
outside the acceptable boundaries of a teacher-student relationship. His teaching
credentials were revoked. The same member was also found guilty in criminal court
under the Criminal Code of touching a young person for a sexual purpose while in a
position of trust and authority.
Over a five-month period in another case, the member made, possessed and distributed
child pornography, including photos, stories and videos depicting child porn. The member
also superimposed photos of students onto photos of young males depicted in sexual
acts, later posting them on the Internet and providing copies to third parties. Some of
these activities were carried out on school equipment. He admitted to possessing over
6,400 images of child pornography, thousands of images of child erotica and about 80
binders containing hundreds of pictures and stories, many of them referring to teacherstudent relationships. In addition to having his teaching credentials revoked by the
College Discipline Committee, he was sentenced to a one-year jail term and another
year of probation.
The allegations of professional misconduct in another case related to sexually inappropriate
verbal and electronic communications over a one-year period with three female
Grade 7 students. The member admitted that he had corresponded with two of the
students via computer, asking them if they had been kissed or had engaged in French
kissing. In e-communicated exchanges with another student, he asked her if she had a
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boyfriend or had been kissed. A panel of the Discipline Committee imposed a reprimand
and required the member to take a course on recognizing and adhering to professional
teacher-student boundaries.
Finally, a member used the Internet to contact a 12-year-old girl, representing himself
as a 19-year-old. Over an almost two-year period of time, he lured the victim to a series
of meetings at his home, where he engaged in sexual intercourse with her. A court
found him guilty of sexually assaulting and touching a 14-year-old girl, and sentenced
him to three years in prison. A panel of the Discipline Committee found him guilty of
professional misconduct and revoked his teaching certificate.

The advisory in the making
It was against this backdrop of issues and cases that the College developed a professional
advisory for its members in recognition of the important role social media and electronic
communication play in the professional lives of College members, and in recognition of
the fact that guidance in this area was clearly required.
During the development phase, a cross-departmental College staff committee reviewed
relevant background materials in the area of social media and electronic communication
generally and how they relate to the teaching profession specifically. Staff also sought
and received invaluable input from both expert readers knowledgeable in the field of
social media as it relates to teachers314 and critical readers representing a wide crosssection of the College’s community of stakeholders.315 The advisory was considered at
the December 2010 meeting of Council, where additional input was provided by
Council members. The advisory was also considered by a number of the College’s
committees316 for the purposes of gathering additional suggestions and feedback from
committee members. And at a special meeting of the College Council on February 23,
2011, Council unanimously passed the advisory.

What does the advisory say?
The advisory is based on the Ethical Standards for the Teaching Profession,317of which
care, trust, integrity and respect are integral parts. It is also based on the Standards of
Practice for the Teaching Profession,318 which guide the daily actions of the College’s
members.
Put in its simplest terms, the advisory recognizes that social media and electronic
communication may have value in the classroom as an educational or communications
tool, but counsels that College members use caution when using them – whether they
are used to communicate with students, colleagues, supervisors, parents and/or guardians,
school boards or family and friends. Its purpose is to identify potential dangers associated
with the use of both and to offer College members practical suggestions about how to
avoid those dangers, keeping in mind the unique societal position teachers occupy and
the vulnerable position in which they may find themselves where social media or
electronic communication are used inappropriately, albeit inadvertently. It outlines
possible criminal and civil law repercussions. It also provides a discussion of potential
disciplinary consequences, based on actual cases.319
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The practical advice, found in three subsections under the title “Minimizing the Risks:
Advice to Members”, is as follows:

Interact with students appropriately
• As a digital citizen, model the behaviour you expect to see online from your students.
• Alert students to appropriate online behaviour and the proper use of comments
and images.
• Maintain your professional persona by communicating with students electronically
at appropriate times of the day and through established education platforms (for
example, a web page dedicated to a school program, project or class rather than a
personal profile).
• Maintain a formal, courteous and professional tone in all communications with
students to ensure that professional boundaries with students are maintained.
• Avoid exchanging private texts, phone numbers, personal e-mail addresses or photos
of a personal nature with students.
• Decline student-initiated “friend” requests and do not issue “friend” requests to
students.
• Notify parents/guardians before using social networks for classroom activities. Let
them know about the platforms you use in your class to connect with students and
consider giving them access to group pages.

Understand privacy concerns
• Operate in all circumstances online as a professional – as you would in the community.
• Manage the privacy and security settings of your social media accounts. Privacy
settings can shift and change without notice. Check the settings frequently.
• Assume that information you post can be accessed or altered.
• Ensure that the privacy settings for content and photos are set appropriately and
monitor who is able to post to any of your social media locations. Students should
not be among those who are allowed to view or post on it. Remember, no privacy
mechanism is guaranteed.
• Monitor regularly all content you or others post to your social media accounts and
remove anything that is inappropriate.
• Ask others not to tag you on any photographs without your permission.
• Ask others to remove any undesirable content related to you.

Act professionally
• Consider whether any posting may reflect poorly on you, your school or the teaching
profession.
• Be transparent and authentic. Use your true, professional identity at all times. Even
if you create a false identity, courts can compel disclosure of your true identity.
• Avoid online criticism about students, colleagues, your employer or others within the
school community.
• Avoid impulsive, inappropriate or heated comments.
• Ensure that your comments do not incite others to make discriminatory or other
professionally unacceptable comments.
• Respect the privacy and confidentiality of student information.
• Be aware of your employer’s applicable policies and programs regarding the use of
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social media/e-communications and the appropriate use of electronic equipment.
Even if your employer has no applicable policy, it is your responsibility to exercise
good judgment.320

Conclusion
While social media and electronic communication have many positive attributes, they
have many pitfalls, some of which are intuitive, and some of which are not. They can be
useful and even powerful tools in many areas of life, including the classroom. But as is
the case with anything new (and technological), there is a learning curve, and caution is
required to use them – whether you’re a technological whiz like Mark Zuckerberg, who
was hacked, or a rank beginner. Ironically, some of their upsides are their downsides –
convenience and immediacy may translate into privacy breaches and inappropriate
content or tone of what is posted.
If you remember nothing else from the foregoing discussion, consider these recent and
very public examples of the consequences of posting ill-advised comments on a public
social media site – in the first case, Twitter, and in the second case, an online blog.
The first example arose in the context of a sexual assault of a journalist, Lara Logan.
The assault occurred while she was reporting for CBS in Cairo. Keep in mind that the
person who posted his comments about the assault was not a social media networkingneophyte. He was an experienced, professional journalist who was electronic
communication- and social media-savvy. The comments were not made in anger, in
the heat of the moment, or under the guise of anonymity. They were, however, utterly
thoughtless and he seems to have forgotten that his “conversation” on Twitter was not
a private one between friends.
Nir Rosen, the Twitterer, was a fellow at New York University’s Center on Law and
Security, an author of three books on “violence in the Middle East and martyrdom”
and a seasoned journalist/commentator on Middle East issues, having written for the
New Yorker, Time, and the New York Times.321 Notwithstanding his considerable
experience with the press and social media, he tweeted that it appeared Ms. Logan
“had to outdo Anderson Cooper”, who himself had been the subject of an attack while
he was in Cairo. Rosen added that, “Yes, yes it is wrong what happened to her of course,
but it would have been funny if it happened to Anderson too.” Not content with those
comments, he continued: “I’m rolling my eyes at all the attention she’ll get…She’s so
bad that I ran out of sympathy for her.” In case there was anyone left on the planet
whom Rosen hadn’t offended, he added this observation,” she was probably groped
like thousands of other women which is still wrong, but if it was worse than [sic] I’m
sorry.”322 His initial reaction to the online hostility and condemnation was a lame
attempt to defend his comments: “Jesus Christ, at a moment when she is going to
become a martyr and glorified we should at least remember her role as a major war
monger.” That post was followed by a half-hearted apology, “I apologize and take it
back. Joking with friends got out of line when I didn’t want to back down. Forgot
twitter is not exactly private.”323
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As outrage over his comments continued to grow, he finally offered a formal and
unreserved apology: “I feel I should make one last statement. I offer my deepest
apologies to Ms. Logan, her friends and her family. I never meant to hurt anyone.” He
then resigned his fellowship and, as one journalist put it, was then “eviscerated”324 on
air by Anderson Cooper.325 In a subsequent column, entitled “How 480 characters
unraveled my career,” he acknowledged that his career was likely over.326
The second case, which also attracted considerable media attention, involved a teacher
(Natalie Munroe) who had posted comments about her students on her blog. The
comments, described by the teacher’s lawyer as “honest[,]… raw and a little edgy
depending on your taste”327 and reflective of her “deep frustration for the educational
system in America,” included the following comments. She stated that she would have
liked to have included them on formal student evaluations:
• “I hear the trash company is hiring.”
• “I called out sick a couple of days just to avoid your son.”
• “Rude, beligerent [sic], argumentative f**k.”
• “Just as bad as his sibling. Don’t you know how to raise kids?”
• “Asked too many questions and took too long to ask them. The bell means it’s time
to leave!”
• “Nowhere near as good as her sibling. Are you sure they’re related?”
• “Shy isn’t cute in 11th grade; it’s annoying. Must learn to advocate for himself
instead of having Mommy do it.”
• “Too smart for her own good and refuses to play the school ‘game’ such that she’ll
never live up to her true potential here.”
• “Am concerned that your kid is going to come in one day and open fire on the
school. (Wish I was kidding.)”328
She concluded, “These comments, I think, would serve me well when filling out the
[assessment] cards. Only, I don’t think parents want to hear these truths. Thus, the old
addage [sic] ... if you don’t have anything nice to say ... say ‘cooperative in class.’”329
She also referred to her students as “rude, disengaged, lazy whiners. They curse, discuss
drugs, talk back, argue for grades, complain about everything, fancy themselves entitled
to whatever they desire, and are just generally annoying.”
Although she had not used her full name or identified either her students or the school,
one of her current students found the blog and forwarded the link to other current and
past students. It didn’t take long before parents discovered the comments and complained
to school officials. Munroe admitted that the blog and the comments were hers, and she
was suspended with pay. She may eventually lose her job.330
Apart from issues such as freedom of expression, there are a number of lessons to be
taken from both cases about the use of electronic communication and social media.
First, Munroe seemed genuinely surprised that she was identified. You may think that
what you post will never be attributed to you, especially if you don’t understand the
technology. Never underestimate the ingenuity of the social networking community in
unmasking hidden online identities – especially when the community consists primarily
of teens (and by extension, their parents). While she apparently had not used her full
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name in the blog itself, she had posted a picture of herself, which linked to her profile,
which then identified her by first and last name and included a link to “Rob Munroe.” 331
In other words, she gave out the identifying information herself.
Second, Munroe attempted to delete her comments and shut down her blog. She received
what one writer termed an “object lesson in search engine cacheing” – in this case,
Google’s cache.332 The contents of the blog (intact with original spelling mistakes and
profanity) are still visible and available for public review. What happens on social
media stays on social media – and not in a good way.
Third, her comments were directed at students, were borne out of frustration, and do
not appear to have been posted after she had taken the time to give due consideration
to all the relevant factors. A public forum may not have been the appropriate place to
air such comments, unless one is prepared to accept the consequences – which might be
quite dire and result in the equivalent of professional death.
Fourth, fifth, sixth, and seventh – Twitter isn’t private; “Twitter is not a great place to
tell the world what you’re thinking before you’ve had a chance to think about it”;333
“Twitter is no place for nuance”; and the “oops” defence may not be very effective
when a mistake occurs (as Rosen eventually conceded).334 The same can be said for all
social media sites and electronic communications. Nuance can be everything. Intemperate
words posted without due thought and that should have been a silent thought-bubble
take on a life of their own forever once they hit a social media site. In Rosen’s words:
There’s probably some larger lesson about social media to be drawn here, and how its
immediacy can be great in its power to connect us, but also a liability because something
blurted out and not meant to be serious acquires a greater power. Then, an offensive
joke can be seen as an ideological manifesto, gallows humor can be seen as a serious
support for sexual assault. I only wish this had been apparent to me before I hit enter.
I hope that one day people will believe me when I say that I did not mean it and that it
does not reflect who I am. I hope that people will take time to read my work and
understand that I have spent my career taking a lot of heat for defending victims of all
kinds, not just Arabs and Muslims. And I hope Ms. Logan and other victims of sexual
violence will one day forgive me for my terrible mistake.335

Well put!
The College’s advisory invites College members to engage in a process of self-reflection,
and consider a number of general questions before posting comments or photos.
• When interacting with students electronically am I using electronic communication
and social media to enhance their learning or to satisfy a personal need?
• What are my reasons for sharing this information with a student – are they
professional or are they personal?
• Is this picture or comment something I would be comfortable with my students, their
parents/guardians, my supervisor, my family or the media seeing?
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• Would my peers or supervisors consider what I have posted as reasonable and
professional?
• Would I communicate this way in my community?
• Are the photos, videos or audio recordings I am posting susceptible to
misrepresentation or manipulation?
• Am I keeping current in my awareness and knowledge of social media technology
developments to protect myself from misuse?336
Finally, the advisory asks members to consider these two questions:
How does my online presence – that which I control and that which is posted by
others – reflect my professionalism, and how does it reflect on the teaching
profession?337

While the advisory is intended to be teaching profession-specific, the advice really cuts
across all professional lines. Had the journalist and the teacher stopped to consider
these nine questions, their respective predicaments, fallout and the eventual outcomes
might have been averted in both cases.
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In this paper, we will provide a
discussion of what social media and
electronic communications are and
how they are used, as well as the
general benefits and disadvantages
associated with these forms of
communication, with a specific
focus on privacy implications.
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